“Access is denied” when updating CCID driver

1. Problem Description

CCID smart card reader driver is published by Microsoft and used for any
hardware which is CCID protocol compliant. From Windows Vista, CCID
driver is a inbox driver on Windows. But in these days, a few customers met a
problem when they use our standard CCID USB Key on Windows. The
hardware’s driver can not work perfectly or can not be installed smoothly. The
“Update Driver Software” dialog will report the error “Access is denied” just
like below image.
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@ U Update Driver Software - USB Token

Windows encountered a problem installing the driver software for your device

Windows found driver software for your device but encountered an error while attempting to
install it.

Microsoft Usbccid Smartcard Reader (WUDF)

Access is denied.

If you know the manufacturer of your device, you can visit its website and check the support
section for driver software.

Close

The reason of this error is the permission of system has been changed
because of some Trojan horse software or some other terrible program. And
also this can be result of some bad drivers. The permission of registry and
system files may be modified by them for some special purpose.

2. Solution

Please note: This solution is just for your reference! You can use your own
method to repair registry and system permission.

To install CCID driver perfectly, you should fix permission of registry and
system file. Normally you need only repair your registry, and then you can use
your CCID device well. Please fix with following steps.
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2.1 Download the tool “Windows Repair”

You can download the tool from http://www.tweaking.com/content/page/
windows_repair_all_in_one.html . This tool is a third-party tool, not from
Feitian Technologies, so we will not guarantee with any consequence with
using this tool. The portable one is recommended, it doesn’t need be
installed, you can use it directly. Please always download the latest version,
now we are using v2.7.5 to demonstrate on Windows 7.

2.2 Backup your Registry and System

Unzip your downloaded package and run the tool. You can right click on the
“Repair_Windows.exe” executable file and choose “Run as administrator”. Or
you can just double click on this file. Normally windows UAC will prompt to
ask your permission just like this.

(= Al
#) User Account Control M

Do you want to allow the following program to make

changes to this computer?

ﬂl i Program name:  Repair_Windows.exe
Verified publisher: Tweaking LLC
File origin: Hard drive on this computer

(v) Show details Yes | No ]

Change when these notifications appear

Click “Yes” to run the tool.

This tool will guide you to do the repair step by step. Please read the
message on every step dialog. You can just click “Next” to ignore the first 4
steps, but | highly recommend you do the step 5 to backup your registry and
get a system restore point.

& Tweaking.com - Windows Repair v2.7.5 (Windows 7 Ultimate v6.1 32-hit)
Step 1: Important Step 2 Step 3: Optional  Step 4: Optional  Step 5: Backup  #) Start Repairs 1} Settings
Registry Backup & System Restore
Before doing any major changes to your system, you should always do a registry backup and/or a system restore point. This way if you encounter any

unforeseen problems you can restore your system to an earlier point or restore your registry to a time before the repairs.

3. Online Cloud Backup (Optional)
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http://www.tweaking.com/content/page/windows_repair_all_in_one.html

Please choose the buttons inside the red rectangle to do the backup. If you
have any problem with your system after using the tool, you can restore it to
previous status using the buttons inside green rectangle.

2.3 Choose the repair option

Now you can go to the next step to do the repair. Click the “Start” button to
show the repair options.

= Tweaking.com - Windows Repair v2.7.5 (Windows 7 Ultimate v6.1 32-bit)

Step 1: Important Step 2 Step 3: Optional  Step 4: Optional  Step 5: Backup & Start Repairs I} Settings
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You haven't created a restore point or backed up the registry.
It is HIGHLY recommended you create a backup before doing any repairs.
Would you like to do both now?

You can choose as you want. Click “No” to go to repair option dialog directly.
From the repair option dialog, please click “Unselect All” button and then
select only the first option “01 - Reset Registry Permissions” as below image:
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+ Tweaking.com - Windows Repair v2.7.5 (Windows 7 Ultimate v6.1 32-bit)

¥ [ 01 - Reset Reglstry Permnssnonsl Repair Info

Reset Registry Permissions:

L Thi; repair will reset the permissions on every key in the
.|| 06 - Repair Windows Firewall registry.

.|| 07 - Repair Internet Explorer : ) . o
.[ ] 08 - Repair MDAC/MS Jet When certain registry keys lose their proper permissions,

_ ir Host then lots of problems can happen. Such as not being able
E]:: _ = pdi‘::l:&t By Infecti to register certain files, windows updates failing, programs =

.|| 11 - Repair Start Menu Icons Removed By Infections
.| | 12 - Repair Icons

- [ ] 13 - Repair Winsock & DNS Cache This repair can take a significant amount of time to
--[_] 14 - Remove Temp Files complete, depending on the speed of your CPU & the
- [ "] 15 - Repair Proxy Settings number of reg keys.

- [ | 16 - Unhide Non System Files (1)
.| "] 17 - Repair Windows Updates The permissions are as follows
.| ] 18 - Repair CD/DVD Missing/Not Working
.| "] 19 - Repair Volume Shadow Copy Service HKEY._.CURRENT_USER
. [ ] 20 - Repair Windows Sidebar/Gadgets Administrators = Full
[ ] 21 - Repair MSI (Windows Installer) System = Full

...[ ] 22 - Repair Windows Snipping Tool Guest = Read

i]-| | 23 - Repair File Associations (12) Everyone = Full

..[] 24 - Repair Windows Safe Mode Current User = Full

.| | 25 - Repair Print Spooler
- [_] 26 - Restore Important Windows Services [B Restart/Shutdown System When Finished
.| | 27 - Set Windows Services To Default Startup -

.| ] 28 - Repair Windows 8 App Store © Rectart System
.|| 29 - Repair Windows 8 Component Store @ Shutderen System (Bl Atways On Top

FMinn et AR deeec O FrORE e 1oL

giving an error because they can't access a certain reg key
and so on.

Defaults Select All Unselect All Back

Repair Options Selected: 1
System Monitor (Process Count: 38)
Drive Read: 0 Bytes/s
Drive Write: 0 Bytes/s

Disable your Antivirus before running repairs. If the Antivirus gets in
the way at all it can keep some repairs from working.

Normally this is enough for your CCID driver installation repair. But if your
CCID driver still can not work well after repair with this only one option, you
can choose more, even you can choose all of these options or just click
“Defaults” button to reset the options to be default selected. But this will need
more time to complete the repair.

2.4 Do the repair
You can click “Start” button to begin the repair. This will need some time

depending on the option(s) you choose, more options you choose, more time
you will take.
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Tweaking.com - Windows Repair v2.7.5 (Windo

01 - Reset Registry Permissions

["] 07 - Repair Internet Explorer
[ "] 08 - Repair MDAC/MS Jet
[ 09 - Repair Hosts File
.| ] 10 - Remove Policies Set By Infections
.| ] 11 - Repair Start Menu Icons Removed By Infections
[ "] 12 - Repair Icons
.| ] 13 - Repair Winsock & DNS Cache
.| ] 14 - Remove Temp Files
.| ] 15 - Repair Proxy Settings
][] 16 - Unhide Non System Files (1)
.|| 17 - Repair Windows Updates

s 7 Ultimate v6.1 32-hit)

Repair Info

[Reset Registry Permissions:

This repair will reset the permissions on every key in the
registry.

When certain registry keys lose their proper permissions,
then lots of problems can happen. Such as not being able
to register certain files, windows updates failing, programs =
giving an error because they can't access a certain reg key
and so on.

This repair can take a significant amount of time to
complete, depending on the speed of your CPU & the
number of reg keys.

The permissions are as follows

.|| 18 - Repair CD/DVD Missing/Not Working
.|| 19 - Repair Volume Shadow Copy Service
.|| 20 - Repair Windows Sidebar/Gadgets
21~ Rq)a. (Windows Installer)

HKEY_CURRENT_USER
Administrators = Full
System = Full

Current User = Full

[Bl Restart/Shutdown System When Finished

[7]27 - Set WiadowsSetwosTo Default Startup
[ "] 28 - Repair Windows 8 App Store
.|| 29 - Repair Windows 8 Component Store
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@ Rectort System

O Shatdorm System B Always On Top

Defaults Select All Unselect All Back Start

Repair Options Selected: 1
System Monitor (Process Count:

Drive Read: 0 Bytes/s
Drive Wi 0 Bytes/s

Disable your Antivirus before running repairs. If the Antivirus gets in
the way at all it can keep some repairs from working.

View Logs

After starting, this tool will call other embed tools to start repair. This will
prompt some console dialog beside of the main dialog and show the log step
messages on the log panel of the main dialog.

Beta Repairs

Recycle Bin

A

Parallels
Share...

:"v

-] 07 - Repair Internet Explorer u,....,.,,' ,‘{::‘;3;;‘;’;.":; )
.| ] 08 - Repair MDAC/MS Jet

- [] 09 - Repair Hosts File

[ ] 10 - Remove Policies Set By Infections

[ "] 11 - Repair Start Menu Icons Removed By Infections
[ ] 12 - Repair Icons

[ ] 13 - Repair Winsock & DNS Cache

[ "] 14 - Remove Temp Files

- Dw-m&m&tﬁns

Starting Repairs...
Start (7/4/2014 1:32:35 PM)

HKEV LOCAL | MACHINE' B—

Repair Jobs: 1/1
own System When Finished
5t

. Always On Top

System

1:33 PM
7/4/2014
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Please wait until all the steps have been finished. This tool will ask for a
reboot to complete the repair. Please reboot your computer.

Tweaking.com - Windows Repair

i =

Would you like to restart now?

T - W

The system needs to restart for changes to take effect.

2.5 Update the driver

Now you can update your CCID driver with plug USB Key, or you can follow
the guide dialog of “Update Driver Software ...” when you right click on the
node of CCID hardware device in device manager.

Ko Me)M 2 » ControlPanel » SystemandSecurity »[System| <[4

Control Panel Home | @ Device Manager

Search Control Panel

File Action View Help

L Al =N ? Noel AN

#) Device Manager

#) Remote settings

: 4% GAOFENG2D04
&) System protection > 45 Batteries

) Advanced system settin| /8 Computer
b -y Disk drives
» B, Display adapters
» ¢4 DVD/CD-ROM drives
» - Floppy disk drives
b - Floppy drive controllers
» 8% Human Interface Devices
b g IDE ATA/ATAPI controllers
» %5 Imaging devices
b 2= Keyboards
b - Mice and other pointing devices
-4 Monitors
»-&¥ Network adapters
{5 Other devices
> 2} Processors
43 Smart card readers

See als
See also 1| Update Driver Software...
Action Center >-¥ Sou Disable
Windows Updat = Sy=

indows Update a Univ Uninstall

e
o Scan for hardware changes
Properties

F @ Ty ow .
@ U Update Driver Software - Microsoft Usbccid Smartcard Reader (WUDF)

How do you want to search for driver software?

2 Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

2 Browse my computer for driver software
Locate and install driver software manually.
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